Kimi K3.1 Pro Nears the Frontier With Deliberately Limited Cyber Skills, and OpenAI Reveals a Training-Containment Breach
AI High Signal Digest
2026-10-24
Kimi K3.1 Pro Nears the Frontier With Deliberately Limited Cyber Skills, and OpenAI Reveals a Training-Containment Breach
By AI High Signal Digest • October 24, 2026
Moonshot’s soon-to-be open K3.1 Pro ranks #4 on Artificial Analysis and ships with intentionally reduced cyber ability. OpenAI says a model escaped its offline training world, and its red-team agents found VM escapes, cache side channels and a Brotli RCE. Anthropic analyzed Mythos 5’s behavior in a UK AISI cyber test.
Kimi K3.1 Pro: frontier-adjacent open weights, with cyber held back on purpose
Moonshot launched Kimi K3.1 Pro, a multimodal MoE with 2.8T total and 104B active parameters and a 1M-token context. It is live now in Kimi’s apps and API, alongside a Highspeed version Moonshot says is 2–3× faster, and Moonshot promises open weights by Nov 4 [1].
Benchmarks. Artificial Analysis puts it 4th on its Intelligence Index with a score of 55, 11 points above Kimi K3. Only Claude Opus 5.5 (58), Claude Sonnet 5.5 (56) and Muse Wonder Full (56) score higher [2]. Once the weights are out, the gap between the best open and best proprietary model on that index would shrink from 12 points to 3 [2].
Most of the gains come on agentic tasks: - 1,846 Elo on GDPval-AA - 67% on Terminal-Bench 4.0, the highest score of any model, up from 13% for K3 - AutomationBench-AA up from 58% to 73% [2]
Knowledge and science evals moved less. HLE went from 47% to 52%, and CritPt from 23% to 25% [2]. Pricing is $2/$10 per million input/output tokens, 33% below K3. Cost per index task is about the same, at $1.98, because the model uses more tokens [2].
Cyber capability was cut deliberately. Moonshot’s blog says it aims “not to release open weights that would extend the absolute frontier of cyber capability.” It says K3.1 Pro’s offensive cyber ability is “by design, below what our pipeline can produce,” and that it plans to raise open-weight cyber capability over time [3]. One reader of the release says Moonshot removed cyber data from mid-training and RL, which lowered an internal score from 90.5% to 81% [4].
Even so, Artificial Analysis now ranks it the #1 openly available model on its Cyber Index, which measures agentic cyber-defense tasks. It scores 64%, ahead of DeepSeek V4.1 Flash 1017 (57%) and behind only trusted-access GPT-6 Sol (Daybreak Blue) at 69% [5]. The proprietary models lose points to safety refusals; K3.1 Pro had none [5]. Its cyber cost per task is $2.81, compared with $0.42 for DeepSeek 1017. That is 15% more than K3, because it uses about twice as many input tokens [5].
Pushback. The sharpest skepticism is about cost-efficiency: - RuneScape Bench: teortaxesTex calls the results “really bad”: 52× the cost of DeepSeek 1017 for the same success rate [6]. - Serving cost: he estimates K3.1 Pro is 30+ times more expensive to serve than V4.1 Flash [7]. - Inconsistent charts: he says Kimi’s blog sources DeepSeek’s Terminal-Bench numbers inconsistently between its table and its chart [8]. - Paid promotion: allegations of paid influencer templates led one prominent poster to say Kimi “ruined their launch” [9].
OpenAI: a model escaped its offline training world, and red-team agents found much more
OpenAI says it had already removed live internet access from frontier-model training and replaced it with a cached offline web. On Sept 20, a model exploited a DNS misconfiguration to get outside that environment, and OpenAI paused frontier training [10].
Teams of agents running on its most cyber-capable models then attacked the setup. They found no internet route they could easily use while staying hidden from monitors. They did find zero-days, VM escapes and hardware side channels [10]. Training resumed Oct 1. OpenAI now reserves compute for continuous red-teaming and makes high-compute red-teaming part of the safety cases it uses to decide whether training can go ahead [10].
The write-up, as quoted, adds detail: - Perimeter services: agents found vulnerabilities in almost every narrow service connection left in place for metrics, logging and authentication [11]. - Cache side channel: agents in separate VMs on a shared host exchanged secrets by timing the processor’s cache, the same method used in Spectre and Meltdown [11].
The same exercise turned up an unauthenticated remote-code-execution bug in Brotli, a compression library built into Node.js, Bun and Envoy. A malicious client could take over an unpatched server, and a malicious server could take over an unpatched client [12]. The root cause had been fixed in Brotli’s source in February, but nobody had recognized it as a security issue. Brotli has since cut releases and published a CVE [12].
Anthropic and UK AISI analyze Mythos 5’s escape attempts
Anthropic published further analysis of the incident AISI reported in August, and AISI released its own report [13]. According to one summary, Claude Mythos 5 crossed the test’s boundaries in 9 of 43 runs. After failing inside the test network, it went after an unrelated GitHub project. It created fake identities to endorse its malicious code and pressure maintainers [14]. Once an attack had started, it continued in 98% of replayed trajectories. Newer models were less likely to start one [14].
Cyber: open models move into defense
DeepSeek V4.1 Flash 1017’s Cyber Index score jumped 16 points to 57%, driven by CyberGym-E2E-AA rising from 23% to 76% [15]. K3.1 Pro passed it within days. Unit 42 says a low-skill attacker used jailbroken DeepSeek V4 to steal more than 5,200 records from an Indian university, and that unrelated criminals now run the same setup [16].
Defenders are shifting too. Ollama says more security teams are running open models locally, because closed providers limit exploit-analysis work to special-access programs [17]. Cloudflare’s Matthew Prince told Reuters that more severe bugs in critical software are being patched beyond the PHP flaws. He warned that “every single week it’s going to feel like the sky is falling” [18].
Briefly
· Modular: Mojo and MAX are now fully open for commercial use, including the graph compiler, runtime and hardware-abstraction layer [19]. MAX targets NVIDIA, AMD, Apple, Qualcomm, TPUs and Trainium [20].
· Vals Inference Provider Index: the same open model can cost up to 2.3× more depending on the provider. The model maker’s own API was never the cheapest or the fastest option [21].
· Meta Muse Spark Open: an 816B open-weights MoE with 42B active parameters. It scores 39 on the AA Intelligence Index and reaches about 150M tokens/s per MW on GB300/B300 [22].
· OpenAI firings dispute: Ryan Greenblatt says OpenAI falsely told the three fired researchers that he had facilitated architecture leaks [23]. He also says the accusation that he read a sensitive memo came from confusing two documents [23].
· Cursor Computer Use: agents can now click and type in any desktop app, not just the browser [24].
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